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Vazamentos de dados

Over 60 US Colleges Compromised by ERP Exploit
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Hacker Steals Customer Payment Info in EatStreet Data Breach

By Sergiu Gatlan une 18,2019 111 AM 0




Vazamentos de dados

Banco Inter vazou dados de quase 20 mil clientes, diz
investigacao do MP

Dados de 1,4 milhao de clientes do Banco Inter estavam
expostos para acesso
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Leis de Protecao de Dados

Conclusao
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Quais sao as estatisticas globais?
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Hackers Stole Customers' Credit Cards from 103 Checkers and Rally's
Restaurants

£ May 31,2019 & SwatiKhandelwal
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Hacker steals data of millions of
Bulgarians, emails it to local media

Source of the data breach appears to be the country's National Revenue Agency.

@ By Catalin Cimpanu for Zero Day | July 16, 2019 -- 06:25 GMT (23:25 PDT) | Topic: Security
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Mastercard Reports Data Breach to German and Belgian DPAs

By Sergiu Gatlan

mastercard.
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specials
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Qual é o custo desses vazamentos?
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Impacto Socioeconomico
:155.2019

2018 in numbers: Data
breaches cost $654 billion,
expose 2.8 billion data
records in the U.S.
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|D MmusT READ: Potential battery fires force Apple to recall 2015 15-inch MacBook Pros

Data breach forces medical debt collector
AMCA to file for bankruptcy protection

The aftermath of the data breach seems to be too much for AMCA to bear.

a By Charlie Osborne for Zero Day Jur 1
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Mark Sweney
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Marriott to be fined nearly £100m over
GDPR breach

ICO imposes fine after personal data of 339 million guests was
stolen by hackers

! [ '! ‘“R ‘

MARRIOTT
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Facebook will reportedly be fined a
record $5 billion over privacy mishaps

The Federal Trade Commission is said to have approved a settlement
with Facebook.

16



2019: 5 casos
2018: 5 casos

Valor Empresa Pais Ano
US$ 5B Facebook EUA 2019
£ 183,39 M British Airways Reino Unido 2019
US$ 148 M Uber EUA 2018
US$ 85 M Yahoo EUA/Israel 2018
€50 M Google Franca 2019
US$ 22,5 M Google EUA 2012
US$ 10 M Blue Cross Blue Shield EUA 2019
US$ 3,8 M AMCA EUA 2019
R$1.5M Banco Inter Brasil 2018
€600 m Uber Holanda 2018
£385m Uber Reino Unido 2018
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Alguem esta tomando atitudes para
mudar esse cenario?
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Leis de Protecao de Dados

€20 milhoes
4% faturamento/ano

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)

(Text with EEA relevance)
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Leis de Protecao de Dados

R$50 milhoes
2% faturamento/ano

Presidéncia da Republica

Casa Civil
Subchefia para Assuntos Juridicos

LEI N° 13.709. DE 14 DE AGOSTO DE 2018.

Dispoe sobre a prote¢ao de dados pessoais e altera a Lei n® 12.965, de 23 de abril de 2014 (Marco Civil da
Internet).
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Human error still the cause
of many data breaches

50% dos incidentes de
vazamentos de dados
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Existem alternativas para a solucao
do problema ?
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Criptografia homomorfica

( e Execucdo de operagdes com dados cifrados J

( e Dados podem ser processados de forma cifrada J
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Criptografia homomorfica - Problemas

e Numero limitado de requisicoes possiveis
e Custo computacional

But there's still a major hurdlgde@T Gentry's method: It takes immense

computational powgp#Single Google search, for instance, would take about

one trillion times as long with fully homomorphic encryption as it would in its

unencrypted form.

httos.//www.forbes.com/sites/andyqgreenberq/2011/04/06/darpa-will-spend-
20-million-to-search-for-cryptos-holy-qrail/#140a548b7613
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SGBDs com Assist. Hardware

TCP/IP

Servidor de TLS Servidor de

Aplicagéo Banco de Dados
. HTTPS

Cliente
Enclave
Navegador <:> Enclave

Intel SGX,
TrustZone,
FPGA Secure

( e Componente fisicamente isolado J
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Conclusao

( e Dados e consequéncias sobre vazamentos de dados J

e Conscientizacao da necessidade de investimentos na
area de seguranca
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